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Abstract 
In the recent years, with the huge popularity of Web based Social Networks, the trust and trust related issues become more 
and more important. Many trust metrics have been designed in literature for calculating propagated trust in social networks. 
They are either of type global or local. Global trust metrics build a global rank or trust value for the nodes or users in the 
network. On the other hand, local trust metrics take source node as the input and calculate the personalized trust value 
between that node and a destination node by trust propagation mechanisms. In this paper, we have designed three trust 
propagation algorithms based on simple multiplicative strategy of trust propagation by taking path length and decay of 
direct trust values along the trust path into consideration in calculating propagated trust. The accuracy of the algorithms in 
predicting propagated trust values are calculated and compared with the mole trust [7] algorithm. We have used Mean 
absolute Error (MAE) as our evaluation metric to measure the extent of deviation of the propagated trust values from the 
actual trust ratings. We have also examined whether there is any strong correlation between direct trust and propagated trust 
values calculated by our  algorithms. 
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1. INTRODUCTION 
Trust in Web based Social Networks, sometimes called Social trust has some interesting properties. J. 
Golbeck and J. Hendler [1], propose three main properties of trust- transitivity, asymmetry, and 
personalization. They propose that transitivity of trust has some difference with its mathematical meaning in 
the sense that if Alice trusts Bob, and Bob trusts Charles, then it is not necessarily true for Alice to trust Charles 
in the same level of trust. Trust asymmetry indicates that trustworthiness of user1 to user2 is not same as 
trustworthiness of user2 to user1. By trust personalization they suggest, inherently trust is a personal opinion. 
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Many trust metrics have been designed in literature for calculating propagated trust in social networks.  
They may basically be subdivided into two categories. Global trust metrics consider all the trust relationships in 
the trust graph and build a global rank or trust value for the peers/nodes/users. Eigentrust [2], NICE [3], Global 
Trust Model [4] are some names in this category. Local trust metrics exploit structural information defined by 
personalized webs of trust. They take source node as the input and calculate trust value between that node and a 
trust metric [8] are some well-known algorithms in this category.  
In this paper we have designed three trust propagation algorithms based on simple multiplicative strategy of 
trust propagation and compared them with the MoleTrust algorithm [7]. In the first algorithm the effective trust 
value of a path is calculated based on the length of a path. The second algorithm uses decay in effective trust 
values as one move along a trust path. It also considers length of a trust path in calculating effective trust by 
using weight as in the previous algorithm. The third one is similar to the previous one with only the difference 
that paths with different lengths will have the same weight. 
2. RELATED WORKS 
The TidalTrust algorithm [5] searches for shortest paths from the source to the sink and only the strongest 
paths among the shortest paths are considered in trust inference. The name of the algorithm came from the fact 
that computation flows from the source to the sink and then back from the sink to the source. In Tidaltrust trust 
values are between 0 and 10. The minimum trust rating along the path excluding the last trust rating in the path 
is the strength of the path. The algorithm considers only shortest paths from source to sink in inferring trust 
values. Though this approach reduces the time complexity of the algorithm but it does not consider  
information from nodes of longer paths which may be valuable in some cases. 
In case of Binary Trust Algorithms [1] proposed by Golbeck, James Hendler both the Rounding and the 
Non-Rounding algorithms use binary trust values 0 and 1. They  calculate a result based on the percentage of 
attacks. Some algorithms use TidalTrust algorithm as the basis of their algorithm. Fuzzy Trust algorithm [6] 
proposed by Mohsen Lesani and Saeed Bagheri is one of them and it uses fuzzy linguistic terms to specify 
trust.  
The MoleTrust [7] algorithm works in two steps. In the first step the algorithm takes source node and 
destination node as input and builds a directed trust graph from the original trust graph by removing the cycles. 
In the second step it walks through the directed graph and calculates the trust values of the visited nodes. A 
trust propagation horizon can be set to permit maximum distance from the source user to which trust is 
propagated. Very high time complexity of the algorithm is the problem of this approach.  
In their paper [9]  Hasan, Brunie and Pierson evaluate the effectiveness of iterative multiplication for trust 
propagation. They define trust of a path as the multiplication of the trust values of the edges along the path. 
They find that  strong positive linear correlation exists between direct trust values and the corresponding 
propagated trust values derived through the iterative multiplication approach. As their approach is mainly for 
pervasive environment they have kept the trust calculation mechanism as simple as possible. In the next section 
we have more elaborately discussed this approach and MoleTrust algorithm for trust propagation. 
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3. BACKGROUND 
3.1. Multiplication Strategy for Trust Propagation 
Consider a trust path, it in a social network as nssss ,...,,, 321  where 1s , 2s ns  are the nodes or 
users along the path. The multiplication strategy (or iterative multiplication strategy) of trust propagation 
calculates trust of the path as iT = 21, sst   32 , sst   . . .   nn sst ,1  where ji sst ,  is the direct 
trust value between the nodes is  and js respectively. Though this strategy of trust propagation is very simple, 
as mentioned in paper [9], it has some interesting characteristics. Firstly, if all the direct trust values along the 
trust path have trust value 1, then propagated trust between the source and destination node is also 1. On the 
other hand, propagated trust value will be 0 if direct trust value between any two nodes is zero. Secondly 
propagated trust value will be decreased as the number of nodes along the trust path ( or in other words, the 
degree of separation between source and destination nodes) increases. Thirdly if the source node poorly trust 
the next node in the chain, the propagated trust value of the path will be low even if the direct trust values 
between the next nodes in the path is high. Algorithm 1 shows the way in which we have used multiplication 
strategy in trust calculation. 
 
Algorithm 1 
1. For each possible paths between Source and destination- 
2. Calculate Trust of the path, T using simple multiplication strategy. 
3. Propagated Trust=Average of trust values of all the paths. 
 
3.2 MoleTrust 
In MoleTrust [7] algorithm, the trust score of a user (or node) is calculated from the trust statements of other 
users (or nodes) on that user (or node) weighted by the trust scores of those users who issued the trust 
statements. In other words, here, importance of an opinion (i.e. trust statement) depends on the trustworthiness 
of the node or user given that. The calculation of trust score of source user or node on target user or node is 
originated from the source node and the calculated trust score is propagated towards the destination node or 
user along the trust edges of the social network. In this discussion we have used the terms users and nodes 
interchangeably. 
 As have been mentioned in the previous section, the MoleTrust algorithm works in two steps. Considering 
the source user and destination user, the first step transform the trust graph into a directed acyclic graph by 
removing cycles in it. Based on shortest-path distance from the source user, the users are ordered. Here, only 
those users are considered who are at a distance less or equal the trust propagation horizon- the maximum 
distance from the source user to which trust can be propagated. By using different values of the trust 
propagation horizon parameter, one can control the degree of separation between the source user and the 
destination user to be considered in trust calculation. 
In step two of the algorithm, trust score of source user on destination user is calculated by simply walking 
over the modified social network, starting from source user. As the initial trust score of the source user is set to 
1, the users directly connected to the source user get the trust score as their trust value with the source user. In 
the next level, trust score of the users connected to the previous level users are computed in the same way by 
using the already calculated trust scores of the first level users. Here it is to be noted that in calculating the trust 
score of a user or node all the incoming edges are considered. The process continues until the destination node 
is reached. 
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4. EXPERIMENT 
4.1 ALGORITHMS 
The first algorithm given in the previous section calculates propagated trust by using simple multiplication 
strategy [9]. In the second algorithm designed by us, we have also used multiplication strategy in trust 
propagation, but here trust value of a path depends on the length of the path. The algorithm is given below. 
 
 Algorithm 2 
1. For each possible path between Source and destination- 
2. Calculate Trust of the path, T using simple multiplication strategy. 
3. Effective trust of the path, ET= T * Weight where  
       Weight = ( 1- ( Path-length  2 ) / ( No_of_nodes  1 ) ) 
4. Propagated Trust=Average of effective trust values of all the paths. 
 
When the path length is two i.e. there is a single node in between Source and destination, weight will be 
equal to 1. For all paths having length greater than two, the effective trust will be reduced by the amount of 
weight. 
In the third algorithm, we have introduced the concept of decay in effective trust values as one move along a 
trust path. The algorithm also considers length of a trust path in calculating effective trust by using weight as in 
the previous algorithm. 
 
Algorithm 3 
1. For each possible path between Source and destination- 
2. Calculate Trust of the path, T as follows- 
3. For edges, ei along the path- 
4. IF ei is the 1st edge THEN 
5.  Edge_value=trust_value_of_that_edge 
6. ELSE 
7.  Edge_value=trust_value_of_that_edge * ( 1  Decay_Rate ) 
8.  Decay_Rate= Decay_Rate * 1.5 
9. END IF 
10. Effective trust of the path, ET= T * weight where  
11. Weight = ( 1- ( Path-length  2 ) / ( No_of_nodes  1 ) ) 
12. Propagated Trust=Average of effective trust values of all the paths. 
 
The forth algorithm designed is mostly similar to the algorithm 3 with only one difference that paths with 
different lengths will have the same weight i.e. step 10 and 11 of algorithm 3 will not be there. The algorithm is 
given bellow. 
 
Algorithm 4 
1. For each possible path between Source and destination- 
2. Calculate Trust of the path, T as follows- 
3. For edges, ei along the path- 
4. IF ei is the 1st edge THEN 
5.  Edge_value=trust_value_of_that_edge 
6. ELSE 
7.  Edge_value=trust_value_of_that_edge * ( 1  Decay_Rate ) 
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8.  Decay_Rate= Decay_Rate * 1.5 
9. END IF 
10. Propagated Trust=Average of effective trust values of all the paths. 
 
-one-
trust rating in the Trust Graph, we have removed one edge from the trust graph at a time and calculated the 
propagated trust value between the corresponding nodes. Here, it is to be noted that not for every trust rating 
(between two users ) there exists alternative paths between the corresponding nodes. In that case, it is not 
possible to calculate the propagated trust value corresponding to that actual trust value. The testing algorithm is 
as follows- 
 
1. For every edge, e in Trust Graph, G between source user, S and target user, T 
2. Actual trust= weight of e(S,T) 
 
4. Get all alternative paths between S and T using a Graph Traversal algorithm and store in an array, PATHS. 
5. Calculate Propagated Trust between S and T from Trust propagation algorithm- 
 Propagated_Trust (S,T) = Trust_propagation_algorithm(PATHS, S, T) 
6. Compare Actual trust and Propagated Trust between S and T. 
 
4.2. DATASET 
In our experiments we have used a small subset of the Epinion dataset [10] . The Epinions.com dataset 
consists of 49, 290 users who rated 139, 738 different items at least once, 664, 824 reviews and 487, 181 trust 
contains 549 trust ratings among the users. We have also used four synthetic datasets created using random 
function, which contain trust relationships among 100 users. 
4.3. RESULT 
We have calculated Mean absolute Error (MAE) as our evaluation metric to measure the extent of deviation 
of the propagated trust values from the actual trust ratings. The result has been given in table 1. Here Mole 
Trust algorithm has been written as MOLE where trust horizon has been set to the no of nodes and algorithms 1 
to 4 has been designated as EXP1 to EXP4 respectively. In case of random datasets the trust rating values has 
been taken in the range of 1 to 5. The results reveal that algorithms 3 and 4 outperform algorithms 1 and 2 
(both of which use multiplicative strategy) as well as mole trust algorithm. We have also tried to examine 
whether there is any strong correlation between direct trust and propagated trust in case of algorithms 1 to 4. 
The result has been given in Table 2.  
For pure multiplicative strategy, we have got strong positive correlation between direct and propagated trust 
values in case of three out of four random datasets. For algorithms three and four, correlation is very strong in 
case of one dataset, somewhat positive in case of two datasets and negative in case of one dataset. 
 
Table 1: MAE 
 
ALGORITHM 100 RAND I 
100 RAND II 100 RAND 
III 
100 RAND 
IV 
EPINION 
MOLE 1.17775 1.155785 1.262551 1.262550899 0 
EXP1 2.13043168 2.53868307 2.268059487 1.774141655 1.341871 
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EXP2 2.708922 2.042465 1.654447 2.140035 0.03112485 
EXP3 1.044746 1.019305 1.32846 0.737528 0.148711 
EXP4 1.014857 1.025568 1.339129 0.703687 0.094803 
 
Table 2: Correlation between direct and propagated trust 
ALGORITHM 100 RAND I 100 RAND II 100 RAND III 100 RAND IV 
EXP1 -0.19209 0.461485162 0.660531476 0.416256062 
EXP2 -0.35404 0.461845131 0.039459003 0.413891521 
EXP3 0.285095 0.277979607 -0.19696215 0.833293045 
EXP4 0.317571 0.271989658 -0.25220288 0.843936663 
5. CONCLUSIONS AND FUTURE WORK 
In this paper we have considered some simple algorithms, which take all possible paths between source and 
the destination nodes and compare the performance with mole trust and multiplicative trust metrics. We have 
used a weight to the trust paths in trust calculation where more weights given to shorter paths. The correlation 
between direct and propagated trusts is also examined for these algorithms. We have used small datasets in the 
evaluation process and in future study the algorithm using larger datasets. The iterative multiplication strategy 
is very simple and may be appropriate for pervasive environments but at the same time it has some drawbacks. 
in this strategy two trust paths with three edges with trust values < .2, .5, .8 > and  < .8, .5, .2 >  respectively 
gives the same trust value between Source and the Destination. In the next work we like to address this issue 
also. We are also interested in testing the performance of the algorithms by applying different decay functions. 
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